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— Secure iPhone Outlook Teams
# Contacts | Contacts app app
app app foriOS foriOS
Data protection and information security
GDPR- GDPR-compliantdatastorage v v v
compliant
Prevents uncontrolled outflow of con- v
tact data to apps with access to the de-
vice’s phonebook (such as WhatsApp)
Encryption 256-bit AES encryption v v v
Control over Deletesall datawhen v v v v
data * Device goes missing
* User leaves the company BYOD
* Suspicious activity is detected not
possible
Prevents data from being stored in the v v v
iCloud or local backups
Control over Open-in control v v v v
data flow * Control of which messenger and tele-
phony apps are used Possible Possible
* Disables local data storage in some in some
cases cases
Copy/pastecontrol v v v v
* Control over which apps data can
be copied from/pasted to Possible when
* Disables third-party keyboards in some contact
cases syncing
disabled
Disables third-party keyboards v v
Access Requires PIN, TouchlD, or FacelD v v v
protection before using the app
Azure AD Conditional Access based v v v v
on device status (= require device to
be marked as compliant)
Azure AD Conditional Access v v v
based on app status (= require
app protection policy)
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for iOS

Outgoing calls: Contacts from the Outlook address book v
Telephony
Contacts from the company address
book (global address list)
Contacts from other sources, such as v
the CRM system
Simple, anonymizedcalls v
Caller ID for Contacts from the Outlook address book v v v v
incoming calls
Only with Teams
syncing calls
to local only
address
book
Contacts from the company address v v
book (global address list)

Teams
calls
only

Contacts from other sources, such as v
the CRM system
Out-of-office and sleep mode v
(in development)
(business calls forwarded to voicemail)
Microsoft Teams Displays Microsoft Teams status for v v
status display contacts from the company address
book
Compatible Cell phone v v
telephony and
messenger apps | Microsoft Teams v v
Other services such as Cisco Jabber v
vCard digital business card v
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iPhone Outlook Teams
Contacts app app
app foriOS foriOS

App management

Central Device-basedconfiguration v
management
of the app Only for
(via Microsoft MDM-
Intune) mgd.
devices
App-basedconfiguration v v v
*App protectionguidelines
*App settings
Global filter rules for contacts v
Cl adjustments v

Use cases by device type

(Bring your own Device)

COBO v v v v
(Corporate Owned, Business only)

COPE v v v v
(Corporate owned, private enabled)

BYOD v v v
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